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Credit Card Security Incident Response Plan 
 
Bradley University has a thorough data security policy 1.  To address credi t cardholder securi ty, 
the major card brands (Visa, MasterCard, American Express, Discover & JCB) jointly 
est ablished the PCI Security Standards Council to administer the Payment Card Industry Data 
Security Standards (PCI DSS) that provide speci fi c guidelines for safeguarding cardholder 
information.  One of the se guidelines requires that merchants create a security incident response 
team and document an incident response plan.  The Bradley University  of Information Security, 

the Senior Accountant , the Assistant Controller, the Director o f System Integration, and the 
System Administrator (see below for names and contact information).  The Bradley University 
security incident response plan is as follows: 
 

1. Each department must report an incident to the Director  of Information Secu rity 
(preferably) or another member of the Response Team. 

2. That member of the t eam will report the incident to the entire Response Team.  
3. The Response Team will investigate the incident and assist the compromised department 

in limiting the exposure of cardholder data. 
4. The Response Team will resolve the problem to the satisfaction of all parties involved, 

including report ing the incident and findings to the appropriate parties (credi t card 
associations, credi t card proces sors, etc) as necessary. 

5. The Response T eam will determine if policies and process es need to be updated to avoid 
a similar incident in the future. 

 

Bradley University Credit Card Security Incident Response Team (Response Team) 
 
Directo r of Information Sec ur i ty   David Scuffham (309)677-3041 david@bradley.edu 
  rschmidgall@bradley.edu

 
 
Director of System Integration   Ramona Hutchi son(309)677-2962   rkh@bradley.edu 
 
System Administrator    Steve Herr e ra (309)677-2336 sherr e r a@bradley.edu 
 

 
I
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Prior to proceeding with any of the following step s, the department must: 
 

1. Contact a member of th e Response Team. 
2. Assess the threat with the Response Team.  
3. In conjunction with the Response Team, d etermine if an account compromise event has 

occurr ed or a security breach has occu rred whe rein there is a suspe ct ed or confirmed loss 
or theft of any material or reco rds that contain credit cardholder data. 

4. If it is determined that a security breach has occu rred that may have compromised credi t 
cardholder data, proce ed as indicated below.  A formal Incident Response Report may 
need to be completed.  

 
IT Security Incident Response Procedures 

 
The Bradley University Credit Card Security Incident Response Team must be contacted by a 
department in the event of a system compromise or a suspect ed system compromise. After being 
notified of a compromise, the Response Team, along with othe r desi gnated universi ty staff from 
Information T echnology (IT), will implement their incident response plan to assist and augment 
departments’ response plans. 
 
In response to a systems compromise, the Response Team and IT will: 
 

1. Ensure compromised system is isolated on/from the network. 
2. Gather, review and analyze all centrally maintained system, firewall, file integrity and 

intrusion detect i on/protect i on system logs. 
3. Assist department in analysis of locally maintained system and other logs, as needed. 
4. Conduct appropriate forensic analysis of compromised system. 
5. Contact the Controller’s Office, University Police and/or other law enforc ement agencies 

as appropriate (See Appendix B). 
6. Make forensic and log analysis available to appropriate law enforc ement or card industry 

security personnel. 
7. Assist law enforc ement and card industry security personnel in investigative proces s.  

 
The credit card companies have individually specific requirements the Response Team 
must address in reporting suspected or confirmed breaches of cardholder data.  See 
Appendix A for these requirements. 
 
 
 
 
 
 
 
 
 
APPENDIX A  
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MasterCard Specific Steps:  

https://www.mastercard.com.cn/content/dam/mccom/zh-cn/merchants/documents/AccountDataCompromiseUserGuide.pdf
https://www.mastercard.com.cn/content/dam/mccom/zh-cn/merchants/documents/AccountDataCompromiseUserGuide.pdf
https://usa.visa.com/dam/VCOM/download/merchants/cisp-what-to-do-if-compromised.pdf
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If a merchant or its agent does not comply with the secur i ty requirements or fails to recti fy a 
security issue, VISA may: 
 

• Fine the Member Bank 
• Impose restri ct i ons on the merchant or its agent, or  
• Permanently prohibit the merchant or its agent from participating in VISA programs. 

  
VISA has provided th e following step -by-step guidelines to assist an entity in the event of a 
compromise.  In addition to the following, VISA may require additional investigation.  This 
includes, but is not limited to, provi ding access to premises and all pertinent records. 
 
Steps and Requirements for Compromised Entities  
 
1.   Immediately contain and limit the exposure. 
  

To prevent furth er loss of data, conduct a thoro ugh investi gation of the suspect ed or 
confirmed loss or theft of account information within 24 hours of the compromise .  To 
facilitate the investi gation: 

• Do not access or alter compromised systems (i.e., don’t log on at all to the 
machine and change passwords, do not log in as ROOT). 

• Do not turn the compromised machine off.  Instead, isolate compromised systems 
from the n etwork (i.e., unplug cable). 

• Preserve logs and electronic evidence.  
• Lo g all actions taken. 
• If using a wireless network, change Service Set Identifier (SSID) on the access 

point and other machines that may be using this connection (with the exception of 
any systems believed to be compromised). 

• Be on HIGH alert and monitor all VISA systems. 
 

2. Alert all necessary parties, including: 
 

• Internal information secu ri ty group and Incident Response Team, if applicable 
• Le gal department 
• Merchant bank 
• VISA Fraud Control Group at USFraudControl@visa.com in the U.S. 
• Local FBI Office, U.S. Secret Service, or RCMP local detachment, if VISA 

payment data is compromised. 
 
3. Provide the compromised Visa account to VISA Fraud Contr ol Group at 

USFraudControl@visa.com within 24 hours. 
 

• Account numbers must be secur ely sent to VISA as instruct ed by VISA.  It is 
criti cal that all potentially compromised accounts are provided.  VISA will 
dis tribut e the compromised VISA account numbers to Issu ers and ensure the 
confidentiality of entity and non-public information. 

mailto:USFraudControl@visa.com
mailto:USFraudControl@visa.com
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4. Requirements for Compromised Entities  

• All merchant banks must: 
o Within 48 hours of the report ed compromise, pro vide proof of Car dholder 

Information Security Program compliance to VISA 
o Provide an incident repo r t document to VISA within four business days of 

the reported compromise  
o Provide an additional incident report document to VISA no later than 

fourteen days after initial report (See template:  Appendix C) 
o 
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Forensic Investi gation Guidelines  
 
Entity must initiate investigation of the suspect ed or confirmed loss or theft of account 
information within 24 hours of compromise.  
 
The following must be included as part of the for ensic investigation:  
 
1. Determine cardholder information at risk 
 

a. Number of accounts at risk, identif y those stored and compromised on all test, 
development and produ ct i on systems 

b. Type of account information at risk 
c.  Account number  
d. Expiration date 
e.  Cardholder name 
f.  Cardholder address 
g.  CVV2  
h. Track 1 and Track 2 
i.  Any data exported by intruder 

 
2. Perform incident  validation and assessment 
 

a. Establish how compromise occur red  
b. Identify the source of the compromise 
c.  Determine timeframe of compromise 
d. Review entire network to identify all compromised or affected systems, considering the 

e -commerce, co rporate, test, develo pment, and product i on environments as well as VPN, 
modem, DSL and cable modem connections, and any third-party connections 

e.  Determine if compromise has been contained 
 
3. Check all potential database locations to ensure that CVV2, Track 1 and Track 2 data are not 

stored anywhere, whether encrypted or unencrypted (e.g., duplicate or backup tables or 
databases, databases use d in development, stage or test ing environments data on software 
engineers’ machines, etc.)  

 
4. If applicable, revie w VisaNet endpoint secu ri ty and determine risk 
 
5. Preserve all potential electronic evidence on a platform suitable for revi ew and analysis by a 

court of law if needed  
 
6. Perform remote vulnerability scan of entity’s Internet facing site(s) 
 
 
 
Discover Card Specific Steps 



 7 

 
1. 
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Escalation Members (VP Level of Management) 
 
 Escalation – First Level 
 
  Directo r of 

http://www.cert.org/


 9 

 Incident Response Team 
 Information Technology Department  
 System Administrator(s) of area affected by incident 

Manager of the area affected by incident 
Associate Controller 
Campus Police 
Chief Financial Officer and President (when impact of incident has been determined)  

 Execu t i v e Dir e c t o r  Public Relations/Univ er s i ty Spokesperson  
Business Partners 
Human Resourc es 
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Escalation Member Notification List 
 

Incident Response Team Members 
           Title                                   Member                Office Phone  Alternative Number   E-mail                                                                                                                                                                                                 

 
Direct o r of Systems  Information 




