Credit Card Security Incident Response Plan

B—— == (=ta —all ¢ T —=ac=—x W 4@
ermie—a | ca (ce=mns N1 = f6=—a, Armieean xpDe& JC EE—

8 —=_ W &PCIl S8

Se =—a N = s(PCl DS5) ==pgill 118 =—m g=—a lij=—u_ Il ©

Nrry»==an Oneglll NnssCgJ=—a rrMIec=an=—ae=—a &
e rryri» = norma —annapspill == n Tel—= =—= W e Ini
SeaiAm==an ,cAs==anCn @ MW ¢Pe S In

e
S
B

BF— — B ¢

N

(=l wn=a_.rris=an od=—uaiicyliE

[=—wE—a ry wermgp=—man ne eDe Ine
=— 1
T rmamecaddh riih ghi @Rp\éam

TRpFee=a. rmiivlll Hl heEE=—m dbh =a N —a s
N Hl rmngicc—a. Il ece=a =—a_.
TeRpFeea.rma Wil H sl ool a1 ==
nc M mgpgenB ===a.n ning eaae;ae(ec&
F= I— Ii— W F— Kl — =

TeRpd e rmawill H axyynepll B=an
= il == nana

(RpSee=a. 1T 1)

De InrMm &=an’e

arTig=—n Il H Q== M ¢

DeS LS —. U A A K — W CC e — " B

D= il BWWH77-3041T —m 0 =—m_ Il ©

Se=—wm. (309)677-2336 v ___=—m 0 =—w W =E




Pi pge=—=a_n

l. Che==ac=a. rmaarTmeRkRpdeceec—a.rrTr.

2. Ass=—a_ HRpfee=—a. r.

3. In ojonn KRpFee=a_ rr, @ T NEé = NNEEEXE Y188 &==a S
R — W]
e==an

4, limymane=a. =a_=# S e MY IE

. B =  p=asn=—acl WArrrmar=a H Ina RpRprr <
neayxpl e

IT Security Incident Response Procedures

Teli— —= M ¢
Ea.rynea ==—aS =B Ay

e — W aalaallltr—=SNaal— W Nl F— il

InrmMm & il g ,wili H rrmpl rﬁmm-paaan—ag’-rrm—
= W] ans

Inpe=—a_s

1. InErmap s
2. Ce=appeae=—anNn —=mn==—xu N m W ag
nme/p s
3. A= rman==an=—x N
4. CNole=ap=—a @2 nNn=—x_ N
5. C(n==acn Il MW Oplne P Il ee=eanell = wma vyi16 —ugF
=—a se=—a(jtpm cli—= )
6. N1 = eb=—an WM g==n=—u N T
B
7. Al = wa 116 = nNnca ns =P

The credit card companies have individually specific requirements the Response Team
must address in reporting suspected or confirmed breaches of cardholder data. See
Appendix A for these requirements.

APPENDIX A




MasterCard Specific Steps:


https://www.mastercard.com.cn/content/dam/mccom/zh-cn/merchants/documents/AccountDataCompromiseUserGuide.pdf
https://www.mastercard.com.cn/content/dam/mccom/zh-cn/merchants/documents/AccountDataCompromiseUserGuide.pdf
https://usa.visa.com/dam/VCOM/download/merchants/cisp-what-to-do-if-compromised.pdf
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Discover Card Specific Steps







Escalation Members (VP Level of Management)

Escalation — First Level

De


http://www.cert.org/
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Escalation Member Notification List

Incident Response Team Members

Title Member OfficePhone Alternative Number

E-mail|
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